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The article discusses the possible impact of disasters on functionality of the transport critical infrastructure 
elements by overcoming their resilience. The aim of the article is to provide an appropriate approach to the resilience 
measurement through understanding of this close relationship. It was achieved by using combination of (1) a decision-
theoretical approach based on Influence Diagrams, which was used as a tool to model functionality disruption level of 
transportation network elements after disaster impact and (2) the time decomposition of the functionality disruption 
duration of these elements. Based on this approach, the transportation network element resilience assessment was 
conducted in form of the transportation element resilience loss. The proposed approach is intended to be applied to the 
critical infrastructure elements rather than to the transportation network as a whole. 
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resilience overcoming, this paper describes the approach to 
the resilience measurement suitable for the transportation 
CI elements. That implies focus on the resilience of TN 
elements in particular, rather than the TN as a whole. There 
are still properties of the systematic approach in form of 
demand change distribution after a  disaster occurrence. 
From this reason, but not limited to, a decision-theoretical 
approach, based on Influence Diagrams (IDs), was used 
in this paper. It was used as a  tool to model functionality 
disruption of the TN elements after disaster occurrence. 
It is argued that the use of IDs can address two important 
aspects of resilience modelling: (1) provide an improved 
framework for the risk and resilience assessment through 
more elaborate combining probabilities and measures of 
disruption levels after a  disaster with respect to not only 
a  direct influence (loss of capacity due to disaster) but 
also to often neglected an indirect influence of a  disaster 
(change of demand distribution in TN) and (2) facilitate 
knowledge elicitation from human experts through 
a  structured approach to the problem. Moreover, the 
approach is complemented by the time decomposition of 
the functionality disruption duration of the TN elements 
with respect to all the relevant resilience features 
(robustness, redundancy, resourcefulness, responsiveness, 
recoverability).

2	 Background and rationale

The resilience concept originated from ecology [10-11] 
and has been continuously enhanced into other areas 
[12], e.g. business and economics [13], telecommunication 
systems [14], power systems [15-16], production systems 

1	 Introduction

Over the last decades, there is a  considerable 
research interest and ongoing discussions on the topic 
of  the transportation network (TN) resilience from 
both practitioners’ and academic communities. Several 
approaches to the TN resilience understanding and 
measurement have been proposed and the variety of 
research perspectives including those from the disaster or 
hazard perspective were introduced. The resilience of the 
TN has become an important issue in ensuring operational 
continuity [1] of the TN and in providing of a  TN key 
function - to provide means to move people and goods 
between the origin and destination [2-3]. 

Importance of resilience issue increases with severity 
of possible consequences caused by a  TN disruption. 
Under certain circumstances, the disruption of the TN can 
cause problems in ensuring the national priorities such as 
economic sustainability [4] and growth, human welfare 
[4], social development, providing security and public 
order [5-6], operational capability of the armed forces 
[5]; it plays a  critical role in delivering disaster relief or 
facilitating mass evacuations, but plays an important role 
in disaster management, as well [7-9]. Those examples 
of consequences can be relevant only (1) in cases of the 
large-scale disruptions of a  TN or (2) for a  small part of 
a  dense TN of every state, which can be considered as 
truly important. The second option results in identification 
of the critical infrastructure (CI) notion - a  subset of 
the transportation infrastructure that is of the particular 
importance and interest, which is of interest in this article. 

Based on relation of a  TN element performance/
functionality disruption, caused by a  disaster and its 
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from response activities and therefore they should be 
assessed separately. 
Apparently, all the features can be divided into 

two main groups: (1) features which represent inner 
(structural) ability of the system or element to withstand 
the negative effects of a  disaster - robustness, absorption 
and redundancy; (2) features which represent external 
ability of responsible authorities (crisis managers or 
object operators) to protect and recover main function 
of a  particular element - preparedness, responsiveness, 
resourcefulness, recoverability, etc. This categorisation 
will be address in the following assessment because it is 
important to consider the fact that a CI element can suffer 
operational disturbance (e.g. due to high snow level) but it 
still can be without structural damage.

Differences between resilience assessment approaches 
and frameworks mentioned above are basically in 
assessment methodology and final expression of resilience. 
In majority of quantitative methodologies a  large number 
of properties are needed [41], which seems to be one of 
the main inconveniences within resilience evaluation that 
should be addressed. From disaster and hazard perspective, 
is very important to capture stochastic nature of disaster 
occurrence and its influence on resilience evaluation. 
Moreover, here is argued that the particularities of a system/
subject under analysis (within this paper it is dealt with 
the TN elements and CI elements in particular) should be 
more precisely incorporated into resilience assessment in 
order to propose an appropriate approach for that system/
subject assessment. In order to address all of these features 
in resilience assessment, a  new modified approach is 
proposed, which is based on Influences Diagrams (IDs).

3 	 Methodology - approach to transportation 
element resilience assessment

Resilience reflects the ability of an element or a system 
to ensure its function(s) in conditions of effects of external 
and internal factors [42]. The effects of a threat can disrupt 
the core function(s) of the system, in this case the transport 
system with core function ensuring population mobility and 
goods movement [3, 5], by overcoming the resilience of the 
element. To what extent the resilience is distorted/disturbed, 
to a corresponding extent the functionality and operability 
of the CI element is disturbed too. This rate of disruption 
is assumed as one of variable for expression of resilience. 
The functionality range from 100% (full performance) 
to 0% (total disruption) is assumed. Moreover, there are 
significant differences in cases of short-term and long-term 
functionality disturbance and therefore it is claimed that 
the time factor (time variable) should be incorporated into 
the resilience assessment. 

Following the mentioned facts, the two main variables 
of the TN element resilience assessment are assumed, 
namely: 
•	 to what extent the functionality of an element may be 

disrupted (if ever) - Disruption rate assessment,

and supply chains [17], water distribution systems 
[18], health care systems [19], as well as infrastructure 
systems in general [20]. There are several applications 
and approaches to the resilience assessment in transport 
[21-28] and transportation systems. In technical systems, 
resilience is perceived as an ability of the system to absorb 
disturbance, to tolerate the negative changes of the system, 
while ensuring the basic (essential) functions, structure and 
identity of the system [29].

Resilience of the CI is rather new and has been 
intensified especially due to increasing dependency of 
societies on critical infrastructures services [30-31] and in 
terms of disasters, such as Fukushima disaster. According 
to Bruneau et al. [32] and O’Rourke [33], the CIs would 
be resilient if they were characterized by systems that are 
robust (robustness), redundant (redundancy), resourceful 
(resourcefulness) and capable of rapid response 
(responsiveness or rapidity). Based on the research 
approach of different authors and subject under analysis, 
there can be found other features, which characterize 
resilience of a  system (e.g. preparedness/preparation [34-
35], recoverability [34-37], absorption [38], adaptation [37-
38]). In definition and description of all the mentioned 
features, an overlapping and similarities in explanation 
can be observed. For the purpose of the paper and better 
understanding of the main features used for the following 
resilience assessment, their definitions are provided:
•	 robustness - the inherent strength (also resistance 

[33]), or the ability of elements, systems and other 
measures of analysis to withstand a  given level of 
stress or demand without suffering degradation or loss 
of function [33, 39-40], 

•	 redundancy - the extent to which elements, systems, or 
other measures of analysis exist that are substitutable, 
i.e., capable of satisfying functional requirements in the 
case of disruption, degradation, or loss of functionality 
[15],

•	 resourcefulness - the capacity to identify problems, 
establish priorities [39], mobilize needed resources and 
services in emergencies [33, 39] and mobilize resources 
in the process of recovery [39]. 

•	 responsiveness - the capability of the system to respond 
to changes of an environment and activate the forces 
and means [36] aimed at dealing with the impacts of 
disaster in order to protect an CI element functionality. 
In this article is argued that more resilient system 
response activities should start before a  disaster 
occurs (when risk determinants change), followed by 
elimination of the function degradation activities in 
time of the disaster effects. 

•	 recoverability - responsiveness is continuously 
followed by renewal (recovery) of the element main 
function. It is the ability to recover the desired 
functionality level after a  disaster [34, 36]. Some 
authors understood recovery processes as the part 
of responsiveness feature [33, 39], but in opinion of 
these authors the recovery processes differ greatly 
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be understood as a  failure or functionality disruption. 
A  disruption of a  transportation element can be defined 
in terms of reliability of an element to perform its main 
function [7]. As an important characteristics of the CI 
element to perform its function is considered its capacity 
[9]. The possible loss of that quantity can be considered 
as a failure measure. Basically, the reduction or the loss of 
capacity can be caused by physical (structural) damage or 
physical obstacles on the road. Moreover, there is the second 
performance issue we should take into consideration - 
an ability of a  TN element to satisfy the transportation 
demand. The rate of satisfaction of that need is assumed 
as the second failure measure. Therefore, the two main 
aspects of the CI elements functionality disruption are 
assumed: 
•	 direct disruption, which is understood as the impact on 

CI element capacity - Capacity loss,
•	 indirect disruption - change in traffic distribution 

resulting in effects on demand on a TN element or the 
TN as whole - Demand change.
Both impacts have an effect on the main function of 

a TN element and therefore their combination can provide 
overall value for the TN element functionality loss - called 
the Disruption rate. However, while the Capacity loss is 
considered only in a negative perspective (only loss of the 
capacity is considered), Demand change can be considered 
in a  positive perspective, as well (a  positive effect on the 
TN element functionality) because hazard and disaster 
effects may result also into decreasing demand on the 
TN. In order to capture these different perspectives, we 
assume Influence Diagrams as an appropriate tool to model 
Disruption rate. The modelling procedure is described in 
subsection 3.1.3.

•	 how long a disruption may take - Disruption duration 
assessment. 
Several studies have proposed infrastructure 

disruption profile [34-35, 37, 41, 43-44] to capture resilience 
or resilience loss, each with some common (normal 
conditions, disruption state, recovery) and specific issues 
considered. Such a  profile seems to be an appropriate 
tool to illustrate and capture the basic relations between 
variables which define a  notion of resilience. In order to 
capture relation between here defined variables (disruption 
rate and disruption duration), taking into account all the 
resilience key features, the concept illustrated in Figure 1 
is used as a conceptual definition of resilience notion. This 
concept is closely described in sections 3.2-3.6.

As shown in Figure 1, resilience is of a  continuous 
nature (keeps the same value if nothing happens), so it will 
be more appropriate to evaluate the resilience of the TN 
element by expressing its predicted loss rate. Therefore, the 
loss of the CI resilience can be measured as the expected 
loss in quality of its provided function (Disruption Rate - 
DR) over the time (Disruption Duration - DT) [33], simply 
captured in equation:

,Resilience Loss f DR DT= ^ h ,	 (1)

The purpose is to produce a  numeric measure that 
would quantify the notion of resilience.

3.1	Disruption rate

In order to express the Disruption rate of a TN element 
within resilience assessment, it should be clear what will 
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Figure 1 Example of a TN element disruption profile with incorporating corresponding resilience  
features - conceptual definition
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accident causes a  decreased demand on a  TN element, it 
could have a positive effect on the resilience rate and vice 
versa. To withstand negative effects of a  demand change 
could be a case for more TN elements (due to already rising 
traffic intensity in normal conditions), for the CI elements 
in particular. Therefore, it seems to be a necessary variable 
to be taken into account within the resilience assessment. 
Basically, one understands the ability to manage demand 
change distribution over the TN as the redundancy feature 
of the TN element resilience. For the demand change 
factor the following levels are assumed: Lowered, Normal, 
Increased and Mass Evacuation. Changing demand (if 
one expects any level of increased demand) for a  given 
TN element can be addressed by other elements of the 
network, among which the changed demand is distributed 
[45]. In order to ensure replacement of the disrupted 
element, in some cases, the element can be temporarily 
replaced by a makeshift element (e.g. a makeshift bridge); 
usually it would be an element with lower capacity serving 
as a  temporary substitution; sufficient for the time being. 
Planning such a  measure can increase redundancy of the 
whole TN and an element in particular.

 

3.1.3 Modelling disruption rate using influence 
diagrams

The influence diagram is a probabilistic decision model 
that is a more compact representation of a decision problem 
than a  decision tree [46]. The ID captures dependencies 
between variables in the modelled domain, which seems 
to be appropriate to capture relationship between direct 
and indirect disruption of the functionality of the CI 
transportation element. This property allows for more 
compact and efficient (especially in terms of knowledge 
elicitation) representation of the problem, implying that it 
is suitable for larger scale decision problems. 

There are three types of variables (nodes) in ID: (1) 
chance nodes that capture unknown events and relevant 
probabilities including probabilistic dependencies (by 
means of conditional probabilities), (2) utility nodes that 

The Disruption rate is considered as an overall 
failure measure and represent a loss in quality of provided 
function by the TN element. A  scale from 0 to 1 (with 
the corresponding transformation into percentage values 
from 0% to 100%) is assumed for the Disruption rate, with 
increasing values indicating higher functionality loss. 

3.1.1 Capacity loss - the direct disruption  
of the functionality of the transport critical 
infrastructure

There are several reasons causing transportation 
element capacity reduction or loss. They are mainly external 
- disasters, traffic accidents, etc., or internal - incidents, 
maintenance and repairs. The rate of loss is dependent 
on the disaster type, its intensity and severity. The scope 
of present assessment are external triggers, especially 
disasters and man-made incidents (e.g. floods, earthquake 
damages, heavy snow load, wind storm, traffic accident, 
etc.), while the internal factors can also cause long-lasting 
capacity reduction, but the realisation is scheduled (repairs) 
and appropriate measures are put in place to prevent traffic 
complications. The capacity loss rate can be categorised as 
it is shown in Table 1.

3.1.2 Demand change - the indirect disruption 
of the functionality of the transport critical 
infrastructure

In addition to the direct impact of a  disaster on 
capacity, each hazard can produce demand on the TN 
(cause people to use transportation network). Demand 
on a  TN element can be decreased as well as increased 
which also depend on current situation, disaster location, 
the possibility of using both driving directions in case of 
mass evacuation and other TN links availability [6], etc. 
The demand factor, whether increased or decreased, has 
influence on the TN element performance only and causes 
no structural damage to a  TN element. If a  disaster or 

Table 1 Categorisation of Capacity loss 

Levels of Capacity loss Explanation

Nominal or no limitation Managing the situation by common means, maintenance and management; comparing the 
maximum construction capacity and the utilization rate of the transportation element; some TN 
elements have a reserve that guarantees the required capacity despite the disaster.

Low limitation Effect on traffic capacity is low - remaining capacity is able to handle the traffic demands with 
some minor delays resulting from the reduced speed limit, rescue activities, etc.

Significant limitation Traffic demand is not fully satisfied or it is satisfied with significant delays - there are delays due to 
obstacles (debris) on the transport element, or due to transport route conditions; for some types 
of vehicles (e.g. trucks) the transition can be temporarily disabled - the alternative routes are 
applied (redundancy feature takes place).

Partial collapse Complete loss of the capacity - due to structural damages (on surface, static, etc.) use of an 
element is forbidden and long-lasting disruption is assumed.

Total collapse Complete loss of the capacity - in the worst cases destruction of an element without recovery 
option is assumed.
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loss node and Demand change node. A simple example of 
the ID model is shown in Figure 2.

A  lot of different research approaches related to the 
resilience assessment are based on the subject matter 
experts (SMEs) (represent by relevant stakeholders) 
opinions, consultations, or evaluations [e.g. 48-49]. Involving 
the SMEs into several steps within the IDs modelling is 
assumed. In the first step of modelling, a  list of possible 
threats should be produced. This can be done by the 
SMEs familiar with given TN and with the concept of risk 
assessment, or by selection of pre-defined threats, which 
are of particular interest. Threats are assumed to be binary 
(present or absent) and quantified by asking the SMEs to 
provide probability of the threat occurring. 

It is argued, as some authors [50-51], that a  system 
might be vulnerable to certain events but be resilient to 

encode utilities (which can be costs, profits, etc.) that 
define user’s preferences over the set of outcomes and (3) 
decision nodes that define elements of the domain over 
which the decision maker has the complete control [47].

To model the overall disruption of the CI element 
functionality it is proposed to define a  measure which 
capture this quality (Disruption rate). In order to define 
this rate a structured approach, based on IDs, is proposed. 
We assume a fixed three-layer network structure of an ID. 
Nodes that correspond to threats are placed in the top layer. 
The middle layer of the network always includes two nodes, 
corresponding to the direct (Capacity loss) and indirect 
(Demand change) impact on the TN element functionality. 
In the lowest layer a  single utility node (Disruption rate) 
would be placed that would combine the effects of Capacity 

1. level 

2. level 

3. level 

Figure 2 A simple example of the ID model

Table 2 An example of model definition for the node Capacity loss

Windstorm Present Absent

Traffic accident Present Absent Present Absent

Nominal or No Limitation 0.05 0.1 0.045 1

Low Operability Limitation 0.35 0.5 0.45 0

Significant Operability Limitation 0.59 0.395 0.5 0

Partial Collapse 0.008 0.004 0.004 0

Total Collapse 0.002 0.001 0.001 0

Table 3 An example of model definition for the node Demand using the noisy-average model

Parent (Weight) Chemical Release Windstorm
LEAK(1)

State Present Absent Present Absent

Lowered 0 0 0.3 0 0

Normal 0.2 1 0.7 1 1

Increased 0.3 0 0 0 0

Mass Evacuation 0.5 0 0 0 0



M O D E L L I N G  R E S I L I E N C E  O F   T H E   T R A N S P O R T  C R I T I C A L  I N F R A S T R U C T U R E  U S I N G  I N F L U E N C E . . . 	  107

V O L U M E  2 2 	 C O M M U N I C A T I O N S    1 / 2 0 2 0

the following conditions are met [46]: (1) the parent nodes 
have a  state that describes the ‘normal’ state (there is no 
snowstorm, no flood, etc.), (2) the child node has a ‘normal’ 
state, as well (corresponding to typical traffic patterns or 
the level of traffic flow for which the road was designed), 
(3) for the child variable the deviation from the ‘normal’ 
state can be in both increased and decreased values. The 
way the influences are combined is achieved by averaging 
(hence the name), which means that no single parent 
variable is assumed to have stronger influence on the state 
of the child variable than the other parent variables. 

The last step is to combine the direct and indirect 
impact of the threat(s) on the TN element functionality. The 
utility node (Disruption rate) merging the Capacity loss and 
Demand change can be defined as it is shown in Figure 2. 
The probability values are again required to be produced by 
the SMEs (e.g. in Table 4).

3.1.4 Calculation of the disruption rate

In order to understand how the approach works, 
an example of the ID model is considered that assumes 
3 different threats: Traffic Accident, Wind Storm and 
Chemical Release. As it is shown in Figure 2, the three 
options are considered by which a  threat can affect the 
child nodes (second level/layer): 
•	 a threat can affect only the capacity of the TN element, 

e.g. a Traffic Accident has a potential to affect capacity 
of the TN element, but it does not produce a demand 
on a system; 

•	 a  threat can affect only the Demand, e.g. an incident 
associated with the release of chemical substance 
(Chemical Release) can result in forcing people to 
leave the threatened area (some form of evacuation) 
and incur heavy load on the TN, but it is assumed that 
the infrastructure is able to withstand such a  release 
with no noticeable effects on it;

•	 a threat such as Wind Storm can affect both variables, 
Capacity as well as Demand, because there is a chance 
that some transportation links could be blocked or 
damaged due to trees or other obstacles and there is 
still a  possible change in demand, in both directions, 
increased if evacuation is needed or decreased if 
people will be afraid of using the TN in such weather 
conditions and at the same time they will feel safe at 
the current position (home, work, etc.).

others. Therefore, it is important to take into account the 
specific risk and threat profiles to the area under analysis. 
Moreover, the occurrence of multiple events at once is 
highly unlikely, of course, if one omits the possibility of 
a  synergic effect; e.g. occurrence of the earthquake and 
flood at the same time is very unlikely, but combination of 
a snowstorm and a traffic accident is very likely. From that 
reason it is assumed that each threat is assessed separately 
and in the relevant cases combination of the two threats is 
assumed. That is also dictated by practical considerations, 
while the burden placed on the SMEs providing probabilities 
should be limited. In particular, nodes with a large number 
of parent nodes (a large number of incoming links) should 
be quantified with a  number of exponential probability 
distributions. This implies that if there are 5 parent nodes 
(5 threats) to a  node (e.g. Capacity loss node) and all of 
them are binary (have only two states), an SME would be 
required to provide 25 = 32 probability distributions, what 
would be hardly feasible in practice.

Next step is to designate if the threat has a potential 
to directly affect a  TN element, i.e. to block, damage or 
destroy road surface, etc. The SMEs would need to provide 
corresponding probabilities. Similarly, the SMEs would 
need to define if the threat can result in increased (even 
mass evacuation) or decreased traffic - if the demand on 
the TN element can be affected and provide corresponding 
probabilities. The states of the nodes would be as 
mentioned above: Nominal, Low Operability Limitation, 
Significant Operability Limitation, Partial Collapse and 
Total Collapse for the Capacity loss node and Lowered, 
Normal, Increased and Mass Evacuation for the Demand 
change node. Examples of Capacity loss node and Demand 
change node are illustrated in Tables 2 and 3.

As it is shown in Tables 2 and 3, there are significant 
differences in definition of both nodes. In order to reduce 
the number of parameters required to specify the ID model 
and properly capture relevant interactions between the 
variables, it is decided to set at least the Demand change 
node as the noisy-average node, which is available in GeNIe 
software and allows reducing the number of parameters 
required to quantify the model from exponential to linear 
in the number of parent nodes (the Capacity loss node does 
not meet the required conditions for noisy-average node 
because a  threat cannot increased the capacity of the TN 
element, it can only decrease its capacity - see following 
conditions). The noisy-average nodes are suitable for the 
modelled interactions between variables (nodes) where 

Table 4 An example of definition for the utility node - Disruption rate

Capacity
Demand

Lowered Normal Increased Mass Evacuation

Nominal 0 0 0.2 0.7

Low Operability Limitation 0.05 0.25 0.5 0.8

Significant Operability Limitation 0.5 0.7 0.8 0.9

Partial Collapse 1 1 1 1

Total Collapse 1 1 1 1
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the second layer as well, e.g. it is possible to set a state of 
Demand change node to Mass Evacuation or to set a state 
of Capacity loss node to Partial Collapse, etc.

For the sake of an example, the two cases are analyzed: 
(1) combination of present threats Traffic Accident and 
Wind Storm at the same time (Figure 5a); (2) combination 
of present threats Wind Storm and Chemical Release at the 
same time (Figure 5b). 

Following the values from Table 4, in the Disruption 
rate node will show up the probabilistic dependencies of 
child nodes and parent nodes, by means of conditional 
probabilities, so expected values will vary based on the 
probabilities of the child nodes. The expected utility value 

For each threat corresponding probabilities of 
occurrence are provided: e.g. Traffic Accident: 0.01, 
Wind Storm: 0.001, Chemical Release: 10-5. In order to 
calculate resilience to certain events (threats) the idea 
that some of the events should be considered as “present” 
is implied, rather than to calculate with probability of 
their occurrence. This is dictated by the interest to assess 
the resilience of the TN element “when” a  threat occurs 
rather than “if” it occurs. Using of the IDs allow for such 
a dynamic calculation (see example of difference in Figure 
3 - probability of occurrence; and Figure 4 - the instantiated 
node - traffic accident is present) which can be consider 
as the IDs benefit. The same setting option is available for 

Figure 3 Probability of a traffic accident occurrence Figure 4 The instantiated node - traffic accident is present

a)

b)

Figure 5 The ID model for calculation of the Disruption rate for two (present) threats combination
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functionality loss (explained in section 3.1. Disruption 
rate), where the loss of the robustness means the loss of the 
functionality. From the time perspective, the dependencies 
are visible as well. For example, in the worst scenarios 
with expected great disruption of robustness (higher level 
of Disruption rate), the Disruption duration is expected as 
longer lasting and vice versa. This assumes a certain level 
of dependence between the Disruption rate and Disruption 
duration. However, there are two issues to be aware of: 
(1) this logic would only apply to physical damage to 
the element and at the same time the condition that the 
elements being considered are equally large (structurally 
similar, with similar technical conditions) must be met - this 
will guarantee similar robustness; (2) otherwise, in the case 
that only the capacity of an element is affected, the duration 
of the functionality reduction depends primarily on the 
threat, which caused the disruption - significant differences 
in the recovery duration after exposure to various threats 
(traffic accident, snow storm, wind storm, flood, etc.) are 
assumed. It is possible to omit the given conditions - this 
would imply a  certain degree of the results distortion, 
but at the same time it will simplify the estimation of the 
Disruption duration.

For the better understanding of resilience loss profile 
(Figure 6), the following explanations of resilience features 
with related time periods are provided.

3.3	Responsiveness feature in resilience 
concept t

2n
-t

0

Responsiveness represents the capability of the system 
to activate the forces and means aimed at restoring the 
function of the system [34, 53] and at prevention of 
a  situation deterioration. It is expressed by the time 

of the Disruption rate node reflects the potential impact 
of an extraordinary event on the functionality of the TN 
element, considering only its robustness and partially 
absorption capacity. It does not reflect other resilience 
features. Therefore these features are included into 
resilience assessment separately and within the Disruption 
duration part.

3.2	Disruption duration - time decomposition  
of the CI element functionality disruption

Except for the extent of a TN element disruption, the 
time aspect related to that disruption is necessary to take 
into consideration [52], since with increasing duration of the 
disruption, resilience is lower [34]. Globally, the time aspect 
of a TN element resilience, in this case called  the Disruption 
duration, will vary based on resilience features. A  broad 
measure of the TN elements resilience which captures 
influence of those resilience key features and their relation 
to a  TN element functionality can be expressed in form 
of the time decomposition profile illustrated in Figure 8. 
Basically, there are two resilience features, responsiveness 
and recoverability, that directly express disruption duration 
of a TN element. In most cases, the disruption duration of 
a TN element functionality is the same as the time needed to 
the recover element functionality. Therefore, the recovery 
activities decomposition towards the overall renewal of the 
TN element will be introduced as the most important part 
of Disruption duration. Of course, in cases where there is 
a gradual loss of functionality over disaster impact, we will 
also consider that time as a part of overall resilience loss 
assessment.

Figure 1 also shows the connection between the 
robustness (partially also redundancy) and the possible 
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Such events can be predicted to a  certain extent. 
Important elements, such as the CI elements, can be 
better protected.
As it was mentioned before, on the graph (Figure 

6), possible positive changes (green vectors (1) and (2)) 
are also shown as an option to increase the TN element 
resilience level. It can be done by (a) enhancing robustness 
of an element (e.g. dams building against flood, adjustment 
of nearby surroundings, etc.); (b) enhancing redundancy 
of an element (e.g.  prepare a  plan for makeshift bridge 
placement and building); (c) enhancing resourcefulness - all 
mentioned and other actions require provision of necessary 
material and human resources. In order to realise such an 
action and use adequate resources before disaster occurs, 
crisis and disaster planning and procedures are required 
to be in place (related mainly to CI element protection). 
In order to facilitate subsequent recovery actions, these 
measures and actions may be very helpful mainly in the 
worst case scenarios represented by black function (3) and 
(2), slightly less in recovery function (1). 

3.4 Recoverability feature in resilience concept 
t

6
-t

2

The impact period is continuously followed by the 
recovery activities. There can be observed an overlapping 
of impact period with recovery period (phase) as the 
reaction on an emergency (saving and protecting people, 
property, environment, etc.) running in parallel with some 
recovery actions. See for example period t

21
-t

1 
followed by 

t
31

-t
21

 where is difficult to set exact end of reaction and start 
of the recovery phase. It will vary based on a threat severity 
and suddenness. 

The recovery period is divided into several basic steps. 
In practice, there can be more stages (steps) within the 
recovery phase, however, in order to generalize assessment 
for purposes of resilience measurement, these steps can be 
considered as valid for almost all the scenarios of recovery.

Assessment and preparatory period = t
3n

-t
2

Period of aftermath assessment and preparatory 
measures related to the designation of recovery method 
(restoration of traffic flow, transport capacity, detour, 
etc.). Disruption rate level remains the same. A  lower 
level of disruption requires a  shorter assessment time as 
the assessment activities are easier. In the worst cases the 
preparatory period can be as long as preparation of project 
documents and selection of a  contractor. The result of 
the assessment can be (in the time t

31
) a  rejection of any 

recovery efforts as well, due to high recovery expenses or 
due to extensive structural damage. 

Temporary recovery = t
4n

-t
3n

The period during which the aim is to restore the 
transport operability as quickly as possible. Use of the 
provisional measures is assumed. This phase is designated 
to achieve the required level of the performance (reduce the 

(responsiveness period) between the occurrence of an 
emergency, or even before (when the event is likely to 
happen) and the end of degradation elimination process 
and consequently its renewal [36] which can be considered 
as an overlapping with recovery. The two main time periods 
within the responsiveness are assumed - “risk factors 
change period” and “impact period”.

Risk factors change period (t
1
-t

0
)

Risk factors change period and the whole 
responsiveness period are closely interconnected and will 
therefore be continuously explained. Continuous monitoring 
of internal and external environment development supports 
identification of changes that could have an undesirable 
effect on the system functions or processes in time. Early 
and proper assessment of risks or risk factors change is 
a  prerequisite for taking adequate measures to increase 
the level of system resilience to such effects. The process 
of monitoring and evaluating changes of risk factors can 
be carried out together with (or even rather before) 
a  possible response to both foreseeable and accidental 
crises. Responsiveness is therefore dependent on the 
prevention measures, preparedness level of the responsible 
authorities, rescue forces and availability of resources in 
order to address the crisis. 

Impact period = t
2n

-t
1
; t

2n
-t

0

Impact period can be characterised as the time period 
during which the devastating and destructive features of 
disaster are manifested and absorption ability of a  TN 
element is exceeded. The result is different degree of 
functionality loss (red arrows in Figure 6.). Depending on 
the exposure rate, intensity of a disaster and vulnerability of 
a particular TN element, two types of functionality loss can 
be distinguished: (1) immediate and (2) continuous. 
•	 immediate loss of functionality - change of risk 

factors is rapid (t
1
-t

0
 can be technically 0) and often 

unforeseeable. In a  very short time, the effects of 
a  disaster will be present - the consequences are 
immediate. There is very little time to take measures to 
reduce the consequences before disaster. As a  result, 
various levels of functional impairment of the TN 
element may occur (Disruption Rate levels) - depending 
on the intensity of a disaster (shown by the red vertical 
dashed function). In such cases, responsiveness is very 
limited. Rapid loss of resilience can be observed.

•	 continuous loss of functionality - mostly related to 
a known threat resulting into a disaster with cumulative 
impact over a  longer time period (cumulative high 
precipitation resulting into a  continuous flood) or 
with progressive intensity development (wind storm 
with increasing speed over time). It is possible to take 
preventive measures (green vectors) and temporary 
increase the level of infrastructure resilience (enhance 
robustness feature or redundancy). Measures can 
be taken also during a  disaster impact period (t

2n
-

t
1
) - there is a  time to respond depending on the 

capability of rescue services and available resources. 
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3.5 	Resourcefulness feature in resilience 
concept

As it was mentioned, the time necessary for keeping or 
restoring the functionality of the CI element is dependent on 
the organisational preparedness of the crisis management 
(crisis planning, recovery planning, policies in place, 
etc.). It is represented by the features responsiveness and 
recoverability. Implementation of prepared procedures and 
approaches is conditioned by resources (material as well 
as human resources), which we are at disposal in order to 
manage the impacts of a disaster. It can be illustrated by the 
resilience expansion into three-dimension level (Figure 7). 

By appropriate allocation and use of resources, the 
CI functionality loss time (t

6-
) can be reduced. The time 

may be reduced in period of the “impacts”, as well as in 
“assessment” period and in all the “recovery” periods. 
Theoretically, if infinite resources were available, time 
to recovery would asymptotically approach zero [39]. 
If the necessary resources are not available, the time of 
the operability loss can increased (t

6+
). Resourcefulness 

and responsiveness (and recoverability) can be seen as 
the complementary features because without appropriate 
resources in place, it is impossible to react accordingly, but 
even if the amount of resources was sufficient, the response 
or recovery time may be longer due to human limitations, 
missing or neglected planning, inadequate procedures, 
operational and organizational failures or ineffective 
policies [39]. 

To quantify and mathematically describe 
resourcefulness some variable can be used, as it is in [39].

loss of a  TN element capacity). As the assumed elements 
are the CI elements, the common transport capacity is 
expected to be high and therefore achieving of the required 
level of performance will be more demanding. Described 
type of recovery is designated mainly for cases of the high 
transport capacity loss or in the case of malfunction. 

This temporary recovery should bring the TN element 
into the better state but there still would remain some 
degree of disruption. For purposes of further calculation, 
this disruption state will be marked as DR

TR. 

If the transport capacity of the TN element is affected, 
more resilient elements will be more redundant and another 
routes will be available to address demand on affected 
element. It should be stated that the estimated start of the 
recovery activities is immediate (in Figure 8), however, in 
practice it may take much more time due to preparation 
of the documents, inadequate policies or ineffective 
procedures in the preparatory phase.

Partial recovery = t
5n

-t
4n

 
All the construction and technical deficiencies or 

operational obstacles must be removed during this period 
in order to achieve the full transport capacity. It must be 
achieved at a higher operating speed (e.g. for rail transport 
at least 60 km.h-1) but some limitations are still in place.

Similarly, partial recovery should bring the TN element 
into the better state but there still would be some degree 
of disruption. For purposes of further calculation, this 
disruption state will be marked as DR

PR.

Full recovery = t
6n

-t
5n

 
The TN element functionality is recovered without 

operation limitation with full transport capacity and with 
the designed maximum permissible speed.

time
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Figure 7 Possible influence of the resourcefulness on the recovery time and the resilience of the CI (adapted from [32])
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destination. This case is addressed within Demand change 
part, which has already been explained in subsection 3.1.2. 
The problem arises if such an alternative does not exist or 
an alternative fails to fully satisfy the demand, or only with 
great constraints - redundancy is very low or there is no 
redundancy. 

According to Figure 8 redundancy does not shorten 
the time needed for reparation or rebuilding but it helps 
the network to reduce the demand for a damaged element. 
If such resources are at disposal to temporary cope 
with impacts of disaster on particular element, one can 
significantly reduce the functionality loss, as well as the 
resilience loss.

3.6 	Redundancy feature in resilience concept

The TN element is redundant if it can be replaced, 
for example, a temporary bridge, which replaces a broken 
one until it is repaired (Figure 8 - green shaded area). 
However, it is more common in electrical networks, where, 
for example, in the case of a  generator failure, a  second 
one will be ready to replace it immediately. Replacement 
of individual TN element is not so flexible and therefore 
more common is use of the TN network redundancy rather 
than redundancy of a  particular TN element. In this case, 
one can understand redundancy of a  TN element as its 
possible substitution by another element or set of elements 
within the network - they provide connection to the original 
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Figure 8 Redundancy feature applied in resilience concept
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based on evidence of events that have already happened or 
on qualified experts’ estimates. 

4	 Results - the measure of the critical 
infrastructure resilience 

As it was mentioned, it is preferred to assess the 
resilience of the TN element by expressing its loss rate over 
time (resilience loss - RL(t)). The measure of a TN element 
resilience loss can be expressed in more detailed way using 
Figure 10, which divides RL into several parts (RL

1,
 RL

2,
 

RL
3,
 RL

4)
. 

Mathematically, RL can be defined as a  sum of these 
individual parts within the response and recovery phases:

Resilience Loss RL RL RL RL1 2 3 4= + + + ,	 (2)

In more detailed way:

,

Resilience Loss DR t dt

DR t dt DR t dt DR t dt

2
1
t

t

t

t

t

t

t

t

1

21

21

41

41

51

51

61

= +

+ + +^ ^

^

^h h

h

h
#

# # #
	 (3)

where: 
DR(t) = calculated Disruption rate,
DR

TR
(t) = designated Disruption rate after temporary 

recovery (in this case it is set on 40%),
DR

PR
(t) = designated Disruption rate after partial recovery 

(in this case it is set on 10%).
Basically, the first part of Equation 3 means the 

expected balance in quality during the disaster impact 
(t

21
-t

1
), the second part is the expected balance during the 

3.7	Implementation particularities  
of transportation system into the resilience 
assessment concept

Regarding to literature, the authors predominately 
use the option of continuous recovery function over time 
for different system under analysis [34, 37, 41, 44]. Here is 
adopted the idea that recovery of the TN functionality, or its 
part, or an element in particular, is in practice implemented 
by completing of different recovery stages, step by step 
(level by level) rather than continuously. For example, 
after damages on the road, repairing of one road lane is 
in progress, so the performance of such an element is let 
say 50%. When that lane is repaired and no further work is 
required, then the performance is at some point again 100%. 
There is no gradual rise from 50% to 100% but “a  jump” 
from 50% to 100%. From this reason, for understanding and 
measurement of the recovery process duration, as well 
as for assessment of the resilience loss, a  more suitable 
disruption and recovery decomposition is illustrated in 
Figure 9 (similarly used in [54]). Three different levels of 
recovery, corresponding to three defined recovery periods 
(plus an assessment period) are taken into consideration 
(see section 3.4). It is argued here that this particularity 
of transportation system applies for the majority of the 
disruption cases and it also simplifies the final calculation 
of the resilience loss.

Unlike the case in Figure 6, the concept illustrated 
in Figure 9 requires an assessment of individual recovery 
periods because one needs to estimate the time frame e.g. 
from t

31
 to t

41
. Since the resilience assessment is conducted 

in the safety state, only an estimate can be made. It can be 
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more severe, but a TN element will recover faster (e.g. trees 
of the road). It seems that different levels of functionality 
loss could be a case for some infrastructural networks [39], 
as well as for the transport critical infrastructure. 

As it was mentioned before, it is preferred to use the 
resilience loss profile for the TN elements assessment 
illustrated in Figure 10. For the purpose of this discussion 
section, it is represented by Figure 12. 

The question is, what is for a user or assessor considered 
to be a more important disruption: (1) a less disruption that 
takes longer time and affects a  greater number of people 
(Figure 12A), or (2) a  more serious disruption that takes 
less time and affects probably less people (see Figure 
12B). Assuming that with increasing functionality loss, 
the time needed to remove this disruption will increase, 
the problem would be practically solved, since example 
B would be impossible. However, there are situations 
where there this assumption does not apply, such as 
a traffic accident that can block (full disruption) traffic for 
a  few hours, but after that, a  disrupted link will be fully 

assessment period (t
31

-t
21

) and temporary recovery (t
41

-t
31

), 
the third part is the expected balance in quality over the 
time to partial recovery (t

51
-t

41
) and the fourth part is the 

expected balance in quality over the time to full recovery 
(t

61
-t

51
). The given equation defines the concrete example 

illustrated in Figure 12. We claim that it will be different for 
each disaster, since the intensity of a  threat and recovery 
options will vary from case to case.

5	 Discussion

Based on definition, Figure 10 illustration and 
calculation (Equation 3) of the resilience loss, it can be 
assumed that similar shaded areas would correspond to the 
same resilience loss. For instance, Figure 11 parts (A) and 
(B) represent the same resilience loss, however, in the case 
(A) the loss of performance provided is not significant but 
it takes considerably longer time as it is in the case (B). On 
the contrary, in the case (B), the loss of the performance is 
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6	 Conclusions

The concept of resilience in the context of 
transportation network is a subject of active interest from 
both practitioners’ and academic communities. There is 
a  number of definitions and different understandings of 
resilience in transport, as well as a number of methodologies 
to evaluate resilience. Those methodologies need a  huge 
number of properties and large processes to be performed 
to get results and this fact can be a  disadvantage [41]. 
From that reason a  proposed approach is intended to be 
applied to the CI elements, rather than to the transportation 
network as a whole. This is also dictated by the practical 
considerations, while burden placed on the assessors 
should be limited. 

This paper provides an approach to the resilience 
measurement by expressing resilience loss. The approach 
is based on the IDs, which was used as a  tool to model 
functionality disruption level (Disruption rate) and it was 
combined by duration of disruption (Disruption duration). 
The probabilistic definition of Disruption rate level used 
in IDs is the most important part of the assessment. It 
allows for quantitative expression of disruption level based 
on the conditional probability of variables in modelled 
domain. Since besides the commonly considered variable 
“performance loss” or disruption (called the capacity loss), 
a  new very important variable for TN (demand change) 
into model is added, the IDs are very appropriate in 
modelling these relationships. The combination of these two 
properties in IDs benefits into more accurate expressing of 
overall resilience loss than in other approaches. It results 
into identifying of more and less resilient TN elements, 
which can be compared and appropriate measures can be 
made to increase the overall resilience of the particular 
TN element. It can be done for the all resilience features 

operable again. In order to capture these differences, use 
of the weighted values (e.g. α, β, γ, δ) for different levels 
of resilience loss is assumed, rather than performing the 
consequences analysis for different scenarios of disruption. 
With increasing Disruption rate the higher importance 
(higher weight value) is assumed.

To illustrate these differences in disruption importance, 
Figure 13 is used as an example. 

In this example are used the following weights:  
α = 0.1; β = 0.4; γ = 0.7; δ = 1. Given weights are the same for 
the impact period, as well as for the recovery period (they 
correspond to temporary recovery level DR

TR 
and partial 

recovery level DR
PR

). They can vary based on the assessor’s 
preferences, but they should be consistent for all TN 
elements under analysis. Given assumptions also change 
the calculation of Resilience Loss final value (Equation 4): 

,

Resilience Loss RL RL RL

RL RL

1 2 3

4 5

a b c

b a

= + + +

+ +
	 (4)

As can be seen, the weight α is assigned to the green 
areas with low disruption of TN element functionality; 
similarly β is assigned for the medium disruption rate and 
so on. The weight δ is not used in this particular example, 
but it will be used if disruption rate (DR) of value more than 
0.7 is predicted. The calculation could vary if e.g. immediate 
loss of the functionality is assumed (t

21
-t

1
 = 0).

The importance of different disruption levels, thus 
addresses, implies some degree of the results distortion, 
but if the approach and assessment are used consistently 
for all the network elements (or designated network part), 
the values can be comparable and useful in the context of 
the whole network.
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appropriate to model and calculate recovery in a  form of 
several separate “step-by-step” activities, rather than as 
a  continuous (e.g. linear) function of a  single recovery 
activity. Moreover, the disruption levels importance, in form 
of weights, is also discussed as an important part of an 
accurate resilience loss assessment. 

This research indicates that understanding of the 
resilience distribution in the transportation network may 
help to identify critical components of transportation 
infrastructure, make the transportation infrastructure less 
vulnerable to effects of disasters and adopt soft or hard 
measures in order to enhance the resilience of transportation 
elements and resilience features in particular.

(robustness, redundancy, resourcefulness, responsiveness, 
recoverability). There are also several other benefits 
resulting from using the IDs: (1) it allows for more compact 
and efficient knowledge elicitation, (2) it allows for dynamic 
assessment of resilience, under assumption that some of 
the events are observed (some nodes will be instantiated in 
ID) - for example if there is wind storm in area, the model 
can result with increased Distortion rate for some elements, 
allowing for implementing measures that would provide 
situational awareness, (3) it reduces burden placed on the 
assessors.

As a  result, the resilience loss profile and calculation 
of the resilience loss are introduced. Unlike in other 
approaches, it is argued that within the TN it is more 
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