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ASSESSMENT OF SECURITY RISKS IN RAILWAY TRANSPORT
USING THE FUZZY LOGICAL DEDUCTION METHOD

The aim of the paper is to inform about the possibilities of using a fuzzy logical deduction in security practice. The

Sfuzzy logic deduction allows to record the management experience in IF - THEN rules and does not require a precise

description of the parameters of the controlled function. This property is an important asset for risk assessment in an

incompletely defined environment. The application of the method is demonstrated in the security risk assessment of

the physical protection of the national railway with a focus on the corridor railway lines and with regard to the future

construction of high-speed railway lines in the Czech Republic. At present, it is a generally accepted fact that securing

basic transport functions is a prervequisile for successful crisis management. These functions can be specified as road

and rail negotiability.
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1 Introduction

Security management activities in an organization
involve a great amount of decision-making on strategy and
tactics of risk management [1-3]. Security managers have
to make decisions despite uncertainties, inaccuracies, or
incompleteness of input data [4-5]. They use quantitative
tools to make decisions that require a certain level of input
data precision. Furthermore, they can also apply semi-
quantitative analytical methods based on a point scale. In
the case of more independent variables, their point values
are usually obtained using binary operations. This results in
the value of the output dependent variable being the same
for a different combination of values of the input variables.

A possible method of making decisions with uncertainty
or incompleteness of input data is the application of
fuzzy logic. Fuzzy logic isused in controlling processes of
industrial products. For example, their principles control
the image processing processes or automatic washing
machines programs.

To control processes in an incompletely defined
environment, it is appropriate to use a fuzzy logical
deduction. Fuzzy logical deduction (FLD) is a part of fuzzy
logic in a broader sense. FLD was described by prof. V.
Novak in [6] in 1995 with the aim of creating an exact formal
theory.

2 Model of risk assessment using the fuzzy logical
deduction method

In common life, an event can be described by the two-
state logic. Individual values can be assigned a value of 1

or 0 that corresponds to states such as on and off. Fuzzy
logic expands the two-logic logic to multi-valued logic. An
example of the difference between two-state logic and fuzzy
logic is shown in Figure 1.

The fuzzy logical deduction is based on the basic
rule of human logical thinking. Deduction, i.e. drawing
conclusions, is implemented through formulas. The most
important rule used is the modus ponens rule. Formally, it
is possible to write it as follows:

AA=B
T:' 1)

In this rule, there are A, B formulas. The rule modus
ponens says that if we know the fact labeled by formula
A and we know that the fact B is based on fact A, then we
can assume that the fact B is valid. In classical logic, true
and false formulas are examined in models, while fuzzy
logic examines formulas whose truth value in models
is different [7]. The principle of fuzzy logic deduction
is illustrated by the general fuzzy controller shown in
Figure 2. The general fuzzy controller consists of blocks of
fuzzification, knowledge base, inferential mechanism, and
defuzzification.

In the fuzzification process, the input independent
variable is assigned a language expression. It is a variable
whose values can be words or some natural language
expressions [7]. An example of the names of selected
language expressions is given in Table 1.

The extensions of evaluation predictions are
constructed identically in all contexts. Typical elements
have a degree of competence in the given extension of the
evaluation prediction equal to 0.9 or 1. The example of the
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a) two-state logic

0

b) fuzzy logic

Figure 1 Difference of two stage logic and fuzzy logic
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Figure 3 Extension of evaluation predictions [7]

Table 1 Names of selected language expressions [7]

Table 2 Example of IF-THEN rules

Number Languge expression Abbreviation Number X is A & X,is B, => Y is C,
1 Small Sm 1 sm Ze | ze
2 Roughly Small Ro sm 2 sm Sm | sm
3 Midle Me 3 sm 0 Sm | ro sm
4 Roughly Big velky Ro Bi
5 Big Bi

course of selected extensions of the evaluation predictions
for the context (0,40,100)is given in Figure 3 [7].

A set of rules is stored in the knowledge base. An
approximate knowledge of the regulatory strategy is
sufficient to create the rules. The strategy is described using
the IF-THEN fuzzy set of rules [7]:

R, = IFXisATHENY is B, @)

where:

R is the rule and n is the rule number,
X is the assessed object,

A is object property,

Y is a dependent variable,

B is object property.

In order to develop a controlling strategy, the
expressions of a natural language, whose meaning is
generally known, are used. The individual rules are made
up of vague statements characterizing the properties of

the input variables based on the results of the controlled
process observation. An example of creating rules is given
in Table 2.

In the inference mechanism, logical deduction is
applied in the decision on the input variables according to
the respective rule.

The conversion of a language expression into a real
number occurs in the defuzzification process. Defuzzification
is an operation that assigns an element from its carrier to
the fuzzy set.

DEF(A) e Supp(A). 3)

For defuzzification, the method of DEE (Defuzzification
of Evaluative Expressions) is applied in combination with
the fuzzy logical deduction. The reason for using it is
a smoother course of the resulting function. The method is
described in detail in [8].
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Figure 4 The value of the risk is a function of an event probability and an asset loss consequence
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Figure 5 The model of fuzzy controllers system for determining of the risk of an asset loss

Determining the value of the risk by the FLD method
is based on the same principles as the traditional method
of determining the risk value, as described in the technical
standard [9]. The risk values presented in Figure 4 are based
on Table 5. The method of determining the values changes
the established linear perception of the course of risk
values. The created lines of risk are similar to those of the
output characteristics of the transistor.

The proposed procedure eliminates the lack of
a traditional risk-setting method. For example, with
a probability value of 0.1 and the consequence value of 100,
the resulting value of risk is 10. If the probability is 1 and
the magnitude of consequence is 10, then the risk value is
again 10. When applying the FLD method to determine the
risk values, in the first case the risk value is 23.1 and in the
second case, the result is 14.7, as can be seen in Table 5.

Fuzzy controllers can be connected together. This
feature allows you to solve a complex task when only one
set of rules is not sufficient. Assessing security risks is
a complex task, the result of which supports the decision-
making process of security management on the use of risk
management strategies. Security risks are, by their nature,
intentional, thoughtful and purposeful acts of a person
who implements a scenario of an attack [10]. Due to
the uniqueness of the location of the protected object,
a number of uncertainties and incompleteness of the input
data can be considered. A model of the fuzzy controller
system for determining the value of the risk of an asset loss
is shown in Figure 5.

The asset is related to the internal and external
context. Contexts include the number of casualties. Other
contexts include damage to property and the environment.
The time context is the period of recovery of the asset
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to its original state after the effects of the scenario. The
level, scope, and effectiveness of asset risk management
measures are influenced by the scenario. The relationship
between measures and scenarios is applied in an expert
judgement on asset vulnerability. A measure of the asset's
vulnerability is the probability of its loss. The consequence
of the loss of an asset is a measure of the asset's context.
The risk of loss of an asset depends on the probability of
loss of the asset and the consequence of its loss.

For the purposes of the risk assessment procedures
outlined in this text, we applied definitions of the event,
occurrence, possibility or probability of occurrence, risk,
and risk levels as set out in the technical standard [11].

Vulnerability means the property of any material
object, technical means or social entity to lose the ability to
fulfill its natural or established function due to external or
internal threats of different nature and intensity. [12]

It can be concluded that the vulnerability characterizes
the ability of the physical protection system to prevent
the loss, damage or destruction of the protected object.
It qualitatively or quantitatively expresses the degree of
probability that something will happen, i.e. probability of
loss of a protected subject. It follows that the probability of
asset loss is a function of vulnerability.

3 Assessment of the risks of physical protection
of high-speed rail

The software application ,Analysis of Specific Risks
of Physical Endangerment of the High-Speed Railway
Infrastructure® was developed for the solution of the
security risks of high-speed railway lines using the fuzzy
logical deduction method. For the purposes of this paper,
the issue of high-speed lines has been reduced to the level
of corridor tracks where the speed is 160 km/h.

3.1 Asset

According to the technical standard [13], the asset is
anything that has value for the organization. The definition
can be extended to the importance of the asset for its
owner. The types of railway infrastructure assets can be
considered, for example, a bridge, a tunnel [14], a station
head, a grade separation structure or a track section [15].
Assets are entered into the database manually or from pre-
prepared xls files.

For the purpose of assessing the risks of physical
protection of the high-speed rail infrastructure, the
infrastructure asset is characterized by the following fields:
a) Type - general designation of the group of assets,

b) Asset name - a closer unique identification of the asset,
c) Asset location - place, premises, space (regional

headquarters, track section, ID),

d) GPS coordinates - the location of the asset in map
coordinates,

e) Description of the asset - where other asset properties
are specified.

3.2 Scenario

The scenario is a set of conditions and/or events that can
cause a security incident. A deliberate anthropogenic threat
is an individual or group of individuals with motivation and
ability to act deliberately to cause loss or damage to the
asset. The method of the threat manifestation is described
by the scenario. The list of threats is specified in the threat
catalog. When creating the threat catalog, legal provisions
and the experience of experts from previous events are
used. For each scenario, the following characteristics are
given:

a) Threat,

b) Direction of an attack - it is important for the choice of
preventive measures,

c) Time Attributes (seasons, time, opening hours),

d) Method attributed (tools, weapons, vehicles),

e) Description - other data supporting the expert judgment
on the vulnerability of the asset.

3.3 Installed measures

For the purpose of physical protection, it is important
to know the security features used to deter, slow, detect,
and interrupt the attacker's progress. In particular, these
include the construction of windows, doors, roof skylights,
ventilation ducts and other openings of the building shell
that can facilitate unauthorized entry [16]. For buildings
with a perimeter, knowledge of fences, gates, barriers etc.
is important. Details of current measures are listed in the
following fields:

a) Asset - the name of the asset,
b) Safety / Security region - the area of safety or security,

e.g. physical protection,

c) 'Type - general designation of the measure, eg. fencing,

d) The title of the measure - closer measure specification,

e) Level - the quality of the measure, e.g. burglary
resistance,

f) Place of wuse - name of the security barrier, e.g.
perimeter,

¢) Purpose - which part of the security system is protected,

h) Date of commissioning - significant for systems
degrading with time,

i) Description - a more detailed description of the
measure, the item is not indexed,

j)  Photo - this item allows you to attach a digital photo to
the description.

3.4 Asset context

The process of determining the asset context, based
on the technical standard [11], consists of subprocesses:
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Table 3 Formalized vulnerability sentences and language expressions

Number Semantics of Vulnerability Language expression Abbreviation
1 Not assessed Zero Ze
2 Protection multiply exceeds the requirements Small Sm
3 Protection exceeds the requirements Roughly small Ro Sm
4 Protection meets the requirements Very Roughly small VR Sm
Table 4 Groups of risk values
Number Groupe title Extent
1 Low risk 0.0-30.0
2 Moderate risk 30.1-36.9
3 Very high risk 37.0-60.0
4 Extreme risk 60.1-100.0
Table 5 Risk values determined from the characteristic values of the input variables [18]
1.0 0.0 14.7 21.3 30.2 39.9 50.0 60.0 69.9 79.8 88.2 95.6
0.9 0.0 14.7 21.3 30.2 39.9 50.0 60.0 69.9 79.8 86.8 88.3
0.8 0.0 14.7 21.3 30.2 39.9 50.0 60.0 69.5 71.1 76.5 78.0
0.7 0.0 14.7 21.3 30.2 39.8 49.7 52.8 56.3 57.1 61.9 65.2
0.6 0.0 14.7 21.3 30.2 39.8 472 48.6 50.6 50.9 54.0 56.3
Iﬁiﬁ;ﬁfy 0.5 0.0 147 213 302 394 437 441 450 450 466 476
0.4 0.0 14.7 21.3 30.2 39.0 413 413 41.3 41.3 41.3 41.3
0.3 0.0 11.7 20.2 29.8 35.2 36.9 36.9 36.9 36.9 36.9 36.9
0.2 0.0 11.7 19.8 279 27.9 31.1 31.1 31.1 31.1 31.1 31.1
0.1 0.0 11.7 18.3 19.8 19.8 23.1 23.1 23.1 23.1 23.1 23.1
0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
0 10 20 30 40 50 60 70 80 90 100

Asset losss consequence

determining contexts and determining risk criteria. The
context is defined as the goal the organization seeks to
achieve in its internal and external environments. The
external and internal contexts justify the reason why
preventive measures are planned and applied for the asset.

For the purpose of assessing the risks of physical
protection, the targets are set as the number of casualties,
the economic impact on property and the environment and
the time necessary to restore the asset's function. External
target values are as the same as internal target values, exept
restoration. Restoration in external means the restoration
of damage in external area or the reputation of the asset
owner. The organization considers the importance of goals
in both environments to be equivalent.

In the created SW application, three experts separately
assess the level of achieving the context objectives of the
context. Answers are formulated in numerical ranges or
a formalized sentence. By selecting a predefined answer, it
is possible to answer the question ,what maximum value
of the given context can the attack scenario achieve?“
An example of formalized sentences for recording the

vulnerability analysis results, including associated language
expressions, is given in Table 3.

In the risk criteria identification subprocess, the
organization, besides other aspects, determines the levels
of risk. According to the technical standard [17], the
risk levels can be divided into three groups (low, large,
extreme), four groups (low, medium, very large, extreme)
or five groups (low, medium, large, very large, extreme). For
the purpose of assessing the risks of physical protection, it
is appropriate to use the four groups of risk levels, as listed
in Table 4.

A four-level risk -classification allows security
management to select an appropriate security strategy for
risk management.

3.5 Security risk assessment
The resulting risk value is the output of the fuzzy

controller - the value of the risk. The rules for the
determination of risk values using FLD were adopted
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Scenario numbeer

M Risk inside

W Risk outwards

Risk inwards

-100 -80 -60 -40 -20 0 20 40 60 80 100
Risk [%]
Figure 6 Results of risk analysis
Table 6 Summary of links of terms for risk solution
Risk treatment Example
Risk treatment strategy restriction, mitigation, transfer, preservation, avoidance
Safety / Security region Physical Protection, Fire Protection, Information Security

Measures group
Typ of measure
Safety / Security element

Reason of measure

routine security precautions, physical security etc.

fence, gate, door, PIR detector, detection camera, site security

door RC 3, switchboard 3

mechanical barriers, detection systems, camera systems

from [18], where was for the calculations used the LFLC!
program. The risk values determined by the FLD method
are shown in Table 5.

The input variable ,Consequence of the asset loss“ and
the input variable ,Probability of asset loss“ are defined by
the characteristic values corresponding to the range of the
minimum and maximum risk values.

3.6 Risk evaluation

The last step of the risk assessment, according to [11],
is the risk evaluation. An example of a possible graphical
representation of the risk values is shown in Figure 6.

The x-axis shows the risk values. Risk values with
a ,-“ sign are not mathematical. The use of a minus sign
helped to separate the risks of vector scenarios from the
external environment, where the risk source is outside the
protected zone, from other risk vector groups. Positive risk
values are in the graph represented by risk vectors from the
inside out, from the protected to the unprotected zone and
the vectors of internal risks, i.e. risks within the protected

' LFLC - Language Fuzzy Logic Controler developed in the
Institute for research and Application of Fuzzy Modeling,
University of Ostrava, http://irafm.osu.cz/en/c100_software/

zone. The y-axis shows the numbers of the scenarios under
consideration.

Splitting the chart into two parts and coloring the
groups of risk values makes the significance of the risks
evaluated more transparent. The risk values groups are
color-coded in accordance with the technical standard [17].

3.7 Risk treatment

In the process of risk treatment, measures are
implemented with regard to risk treatment strategies
selected in the Risk Assessment process. Risk treatment is
carried out through one of the strategies [19]:

a) Restrictions - the use of preventive measures to
minimize the probability of loss of the asset and the
consequences of loss of the asset,

b) Mitigation - limiting all negative consequences of an
event,

c) Transfer - sharing the cost of losses with another entity,

d) Preservation - knowingly accepting the costs of losses,

e) Avoidance - the non-possession of the asset to which

the risk relates.

Each of the risk treatment strategies includes at least
one of the security area. More than one strategy and more
than one security area can be selected. Security areas
consist of groups of measures. There are different types
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Risk max value
Scenario vector inwards A

<&

Risk max value
Scenario vector inside

Risk max value
Scenario vector outwards
Terrorist attack
threat level

Figure 7 Interpretation of the risk assessment results in the map

of measures in the group of measures. Security features
marked with an exact security feature specification are
assigned to the type of measure. Each type of measure
has a specific purpose in the physical protection system.
A summary of the concept links is given in Table 6.

For example, physical protection is a security area
from a ,limitation“ strategy. The groups of measures include
technical measures, routine security precautions, and
physical security. The technical measures group includes
the types of measures, mechanical barriers, detection
systems, camera systems and others. Types of measures
in the group of mechanical barriers include fences, gates,
barriers, doors, locks and others. A door is considered as
a security feature when it meets the requirements of EN
1627 RC 3. Using the security features of the different types
of measures of the measure groups, a physical protection
system is created.

New measures can be added to the protection system.
The current measure may be replaced or removed. To
record details of the measure proposal in the software,
the same fields as described in Subchapter 3.3 are filled in,
supplemented by the following fields:

a) Duration - the time needed to implement the measures,

b) Feature description - a more detailed description of the
measure, the item is not indexed,

c) Cost of measure installation - costs of installing
measures,

d) Cost of measure operation for one year - cost of
measure operation in 1 year.

The selected procedure was used to maintain
consistency between two processes in the software
application. Appropriate costs of installing measures are
the costs which cover the approved organization‘s risk
management scenario.

3.8 Interpretation of results of the security risk
assessment

The results of security risk assessment are interpreted
in the form of text, tables, charts, drawings in the map.
Here, all the data put in and created in the assessment
processes and subprocesses are applied. The interpretation
method depends on the purpose and the recipients of the
data. It is necessary to consider whether this is the interim
information needed for the experts or the final report to the
evaluator.

A possible interpretation of the risk assessment results
in the map is shown in Figure 7. For the assessment, three
tunnels were selected. The scenarios under consideration
were divided into three vector groups. For the assessed
asset, the maximum risk values for each attack vector and
the information on the threat level of terrorist attack by the
Ministry of the Interior of the Czech Republic are clearly
outlined. The resulting risk values and degree of threat
by a terrorist attack are demonstrative and can not be
considered realistic.

4 Conclusion

The text summarizes the basic theoretical knowledge
necessary to determine the risk value by the fuzzy logical
deduction method. The example of railway transport
infrastructure objects was used to demonstrate the
procedure for the creation of the structure of fuzzy
regulators for the determination of the risk value in the
field of physical protection.

The described procedure is applicable by the security
management to determine the security risk values without
detailed knowledge of the fuzzy logic deduction theory
and software ownership. It is relatively easy to apply it in
railway transport conditions.

The proposed risk assessment method, using a fuzzy
logical deduction, enables the risk criteria and the content
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of the auxiliary databases to be tailored to specific user
conditions. The maximum range of risk values and risk
assessment criteria are set with respect to the asset holder's
security documentation. The selected risk assessment
process increases the number of potential users of the
software application.
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