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SIFROVACI SYSTEM ZALOZENY

NA TECHNIKACH KOREKCNYCH KODOV

CIPHERING SYSTEMS BASED ON THE ERROR-CORRECTING

CODING TECHNIQUES

Cldnok poukazuje na moznost pouzitia Sifrovacieho algoritmu
s pouZzitim Standardnych kodovacich technik z mnozZiny linedrnych
samoopravnych kodov. Kvalita desifrovacieho algoritmu je uréend pre
Hammingove (n, k) kédy. Zdroven je stanovené pre aké dimenzie
Hammingovych (n, k) kodov je uvedeny algoritmus prakticky pouZi-
telny. Uvedeny princip sa dd zovseobecnit aj pre iné typy samoopray-
nych kodov.

1 UVOD

Komunikacny systém, ako subsystém informacného systému,
predstavuje potencialny ciel aktivnych a pasivnych utokov na
informacie prenasané medzi jednotlivymi ¢astami informacnych
systémov. Otazka zaistenia bezpecnosti prenasanych informacii je
zvlast vyznamna vo verejnych siefach, ktoré su v tomto smere
povaZované za nedoveryhodné. Ochrana dat pocas prenosu je
preto velmi dolezitym problémom, ktorym sa treba zaoberat.

Bezpecné sluzby podla amerického Standardu ,Trusted
Network Interpretation® su klasifikované do troch skupin [5]:

e komunikacna integrita,
e odmietnutie sluzby,
e ochrana dat pred unikom.

Pracovna verzia pripravovaného telekomunikacného zakona
pre Slovenské telekomunikacie sa tiez zaobera problematikou
ochrany informacii, sieti a prostredia (Cast IV, § 26 ,Systém zvyse-
nej miery utajenia a ochrany prenasanej informacie®). Cielom novej
telekomunikacnej legislativy na Slovensku je dosiahnut uroven tele-
komunikaénych sluzieb poskytovanych Statmi Eurdpskej unie.

Dominantnymi bezpecnostnymi mechanizmami pri zabezpe-
Ceni prenosu dat su kryptografické algoritmy. Moderné Sifrovacie
systémy vyuzivaju obvykle kombinaciu symetrickych a asymetric-
kych algoritmov doplnenych o certifikaty verejnych klucov [6].
Zaujimavou moznostou je pouzitie blokovych samoopravnych
kodov na ucely Sifrovania. Vyhodou tohto rieSenia je existencia
dostupnych komerénych zariadeni a zachovanie prenosovej rych-
losti aj napriek pouZzitiu Sifrovania, ako je tomu pri pouZziti niekto-
rych asymetrickych Sifier.
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This paper remarks on the possibility of the ciphering algorithm
use based on the standard encoding techniques from the linear error
- correcting coding area. The quality of deciphering algorithms is
determined for (n, k) Hamming codes and the valid code word
lengths are recommended for practical use. The presented principle
can be generalised for another type of the algebraic codes.

1 INTRODUCTION

The communication subsystem as an important part of an
information system is a neglected area for passive and active
attacks against transferred information. Specifically, the public
networks are regarded as non-trusted networks. This is why a solu-
tion for data security problems during transmission plays a very
important role.

The network security services according to USA standard
“Trusted Network Interpretation” are classified into three groups [5]:
e Communications Integrity,

e Denial of Service,
e Compromise Protection.

The draft of paragraph version of New Telecommunication
Law solves the problem of information, networks and intermediate
protection in Slovak Telecommunication, too (the part IV, §26
LSystem of increased rate of secrete and transmitted information
protection®). The aim of the new telecommunication legislation in
Slovakia is to achieve a level of telecommunication services
provided in selected European Union (EU) members.

The dominant security mechanisms for data transmission are
cryptographic algorithms that provide the security service as
confidentiality, authentication and communications integrity. The
modern cryptographic systems use the hybrid combination of
symmetric and asymmetric algorithms with certification of public
key [6]. The use of a block error - correcting coding in ciphering
applications is an interesting possibility. The advantage of this
coding is an availability of commercial coding equipment. The next
advantage is a high code rate with ciphering use.
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Sluzbu dovernosti dat pri prenose podla odporucania ISO
7492-2 Security Architecture mozno poskytnut v druhej, tretej,
Stvrtej, Siestej alebo siedme;j vrstve referenéného modelu OSI [2].
Sifrovanie dat v druhej vrstve referenéného modelu OSI je pouzi-
tel'né len pre ochranu spojenia typu bod-bod. Vyhodou tejto reali-
zacie je transparentnost dat pre vsetky siefové protokoly
a aplikacie. Priklad komunikacie medzi dvoma koncovymi stani-
cami v sietach s rozhranim typu X.25 je znazorneny schematic-
kym modelom na obr. 1. V dolnej Casti obrazku je znazornené,
ktoré vrstvy modelu OSI sa podielaju na komunikacii v zavislosti
na sledovaného prvku siete.

(E.g. X.25)

Process A

Transmission channel

The confidentiality of data transmission according to
recommendation ISO - 7498-2 Security Architecture is provided in
the second, the third, the fourth, the sixth and the seventh layer of
OSI (Open System Interconnection) [2].

The ciphering of data in the line layer of OSI can be used only
for the protection of the connection end- to -end. The advantage of
this realisation is the transparency of data for all network protocols
and applications. The communication between entity A and B in net-
works with interface X.25 can be realised according to Figure 1. In
the bottom of the picture the model shows which layers of OSI par-
ticipate in communication according to followed element of network.
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Obr. 1 Komunikdcia medzi dvoma koncovymi stanicami v sieti X.25
Fig. 1 Communication between DTE A and DTE B in X.25 network

Ak si komunikujuce stanice A a B Ziadaju svoje data krypto-
graficky zabezpecit, Sifrovanie sa realizuje pred kanalovym kodova-
nim na strane vysielacej a desifrovanie za kanalovym dekdédovanim
na strane prijimacej. Pre urychlenie prenosu najmi u spojenia
prostrednictvom modemu sa data pred Sifrovanim najprv kompri-
muji vhodnym algoritmom. Vyhodou kompresie je aj skutocnost,
Ze komprimovany Sifrovany text lepSie odolava itokom zameranym
na jeho desifrovanie. V prispevku sa so zaradenim kompresného
kodéra neuvazuje. Dalej sa predpokladd, Ze nebola neumyselne
narusena integrita dat v kanali, pretoZe opisovany Sifrovaci algorit-
mus mozno pouzit len pre kanal bez Sumu. V pripade Sumového
kanala treba do prenosového retazca zaradit kanalovy kodér.

2 VLASTNOSTI KRYPTOGRAFICKEHO SYSTEMU
NA BAZE HAMMINGOVYCH (n, k) KODOV

Odbornej verejnosti je dobre znamy princip kodovania, deko-
dovania, detekcie a korekcie chyb u linearnych systematickych
(n, k) kédov [1], [4]. Zakladné principy tychto kodov mozno
vyuZzit aj na Sifrovanie.

If the entities A and B require to keep privacy of information,
the communications system must be expanded by a ciphering
encoder before the error-correcting encoder at the transmitter side
and the ciphering decoder after error-control coding at the
receiver side. For the increasing of data rate (mainly by modem
data transmission) it is necessary to use the data compression.
The advantage of the compressed cipher text is its resistantancy
against some cryptoanalytict’s attack. In the paper the authors do
not solve problems of data compression. Further, the described
algorithm is supposed to be applied only for the noiseless channel.
For the noise channel for the elimination of noise must be
channel code included.

2 PROPERTIES OF THE CRYPTOSYSTEM ON
THE BASE OF HAMMING (n,k) CODES

Generally it is well known that principles of encoding,
decoding, detection and correction of errors with linear
systematic (n, k) codes use [1], [4]. The basic principles of these
codes can be used also for ciphering.
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Kodovanie zdrojovej ktice z = (z, z,, ..., z;) linearneho sys-
tematického kodu k x n sa realizuje prostrednictvom rovnosti:

u=z-G, (1)
kde G

je generujuca matica k X n linedrneho systematického
kodu, ktora ho jednoznacne urcuje.

Hammingove (n, k) kody patria do mnoziny linearnych kodov
a pokial ich pouzijeme na eliminaciu Sumu v kanali, maju nasle-
dujuce vlastnosti [4]:
o dizka kodun = 2" — 1,
pocet informacnych prvkov k = 2" — m — 1,
pocet zabezpeCovacich prvkov m = n — k,
minimalna Hammingova vzdialenost medzi kodovymi zloz-
kamid,,;, = 3 (v pripade perfektnych kodov) a korekéna schop-
nost t = 1.

Zakladna myslienka pouZitia linearnych samoopravnych kodov
(n, k) pre potreby Sifrovania spociva v ,utajeni” alebo ,zamasko-
vani“ generujucej matice G po vynasobeni maticami S a P. Takto
ziskame maticu K, ktora predstavuje kluc takéhoto kryptosystému:

K=S§-G-P, 2)

kde: S je lubovolna invertovatelna binarna matica typu k X k,
P je pertmutacna matica typu n X n, ktora vznikne
z jednotkovej matice zamenou poradia riadkov a stipcov.

Tento systém mozno zaradif medzi systémy s verejnym
klaCom. Sukromny (tajny) klu¢ pozostava z troch matic S,
G a Paverejny kluc z matice K. Verejny kIUc¢ je spolu s algoritmom
zverejneny.

Hammingove (n, k) kody moZno pouZit na sifrovanie dat, ak
su dodrzané nasledujice podmienky:
e vyysielacia strana pozna maticu K (verejny kIuc),
e prijimacia strana pozna typ Hammingovho (n, k) kodu, matice
S, G a P (sukromny - tajny kIG¢) a kontrolnu maticu H na korek-
ciu nahodne generovaného chybového vektora.

Prislusné Sifrovacie zobrazenie T,(z) takto definovaného
kryptosystému je:

T(z2)=z-K+c, (3)
kde ¢ reprezentuje vektor dizky n nahodne generovany vysie-
lacom spravy pre kazdy blok spravy. Prijimacia strana

prijme signal, ktory je reprezentovany vektorom
y = T (2).

Desifrovanie prebieha podla nasledujucich krokov [3]:

e najdenie inverznej permutacnej matice Pla vypocet y . P

e climinacia chybového vektora ¢ pomocou kontrolnej matice H,
t.j. vypocet (v . P~ 1) . HT,

e najdenie kodu z . S pomocou genera¢nej matice G,

o najdenie inverznej matice S~ ' a vypocet originalneho vektora z.
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The encoding of a plain text word z = (z}, z5, ..., z;) is as follows:
u=z-G, (@Y)

where G is generating matrix of linear systematic code of the
size k X n and u are the code words.

The Hamming (n, k) codes are the linear block codes with
following properties:
e code word length is n = 2" — 1,
message lengthis k =2" —m — 1,
check parity is m = n — k,
minimal Hamming distance d,,,,, = 3 (for perfect codes),
error-correcting capability 7 = 1 in each code word.

The main idea of the use Hamming (n, k) codes for ciphering
a plain text is based on the masking of the generating matrix G.
Generating matrix is transformed by binary matrixes S and P to
the matrix K according to:

K=S-G-P, )

where: S is the binary convertible matrix of the side k X k,
P is the permutation matrix of the side n X n, which it is
created from the eye matrix by changing its rows and
columns.

This system can be classified as the public key cryptosystem.

The private key consists of three matrixes S, G and P and the
public key of the matrix K only, which is publicly known with the
algorithm, too.

The Hamming (n, k) codes can be used as the cipher codes
when the following conditions are kept:
e transmitting side knows the matrix K (public key),
e receiving side knows the type of Hamming (n, k) code, the mat-
rixes G, S, P (private key) and the check matrix H for correction
of random error vector.

Transformation of this cryptosystem 7)(z) is given by

T(2)=z-K+c, (3)
is the n-bits error vector of weight =< ¢, that is at random
generated from the transmitting side for every code word.

The receiving side receives the signal, which can be
represented by vector y = T)(z)

where ¢

The deciphering process is realised according to the following

steps [3]:

e determination of the inverse permutation matrix P! and
calculation y . P!,

e climination of error vector ¢ by check matrix H by calculation
(v.P™Y.H,

e determination of the code z . S by means of the G

e calculation the original vector z by the binary inverse matrix
S use.
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3 ANALYZA VYPOCTOVEJ ZLOZITOSTI SIFRY

Kvalita sifry je dana zlozitostou sifrovacieho a deSifrovacieho
algoritmu. Zlozitost Sifrovacieho a desifrovacieho algoritmu
mozno uréit z poctu cyklov priemerne potrebnych na desifrovanie
kryptogramu. Cim je §ifra zloZitejsia, tym viac cyklov bude potreb-
nych na jej prelomenie a to samozrejme zaberie viac asu. Dnes je
znamych mnoho kryptoanalytickych utokov [3]. Algoritmus kva-
litnej Sifry predpoklada len utok hrubou silou, t. j. vyskusanie vSet-
kych moznych kombinacii kluca.

Kvalita analyzovane;j Sifry spoCiva v tom, ze urenie spétnej Sif-
rovacej transformacie Tk(z)_1 nie je mozné prostrednictvom
vypoétu inverznej matice K !, pretoZe kazdy odosielany blok
spravy je po zasifrovani znahodnovany n-bitovym chybovym vekto-
rom c. Vzhladom na to je desSifrovanie bez znalosti tajnej Casti
kluca aj pre malé dimenzie (n, k) vypoctovo zlozity problém, ktory
je obtiazne vyriesit v realnom Case. Druha cesta rozlomenia Sifry
vychadza zo znalosti nielen kluca K, ale aj algoritmu a znamena
najst a vyskusat vsetky submatice P, S, G, ktoré st sucastou kluca
a na zaklade kontrolnej matice H eliminovat chybovy vektor c.

Autori sa pokusili uréif vypoctovu zlozitost tohto problému
pri pouziti Hammingovych (n, k) kodov, pretoze komerénych
zariadeni tohto typu (pre korekciu jednoduchej chyby) sa v praxi
vyskytuje najviac. Hodnoty st uvedené pre dimenziu od m = 3 do
m = 13 v tab. 1. Z tabulky vidiet ako klesa redundancia r [%]
u vacsich dimenzii (od hodnoty n = 1023 je r < 1 %).

3 ANALYSIS OF CIPHER QUALITY

The cipher quality is given by the complexity of deciphering
algorithm. The complexity of deciphering algorithm can be deter-
mined by the number of cycles that the algorithm needs for decip-
hering cryptogram in average. The complexity of the cipher is
proportional to time for the breaking of deciphering algorithm.
Many of cryptoanalytic attacks are well known today [3]. Quality
cipher algorithm assumes the brute force attack only. It means
trying all combinations of key.

The quality of analysed cipher algorithm resides in determina-
tion of inverse ciphering transformation T,((z)fl. This determina-
tion is not able to be realised by inverse matrix K !, because for
every transmitted code word is created the randomisation of cryp-
tosystem by n-bits error vector c. In respect to it deciphering is com-
plicated already for small (n, k) dimension and it is impossible to
solve in real time operation.

The second way for breaking deciphering algorithm is based on
the knowledge not only of the public key K and also algorithm. It
means that potential hacker must find and test all submatrixes P, S,
G (which can be the part of key K) and eliminate the error vector by
check matrix H.

Authors tried to analyse the cipher quality of cryptographic
system based on Hamming (n, k) codes because the commercial
equipment with these types of codes (for correction of simply error)
is very often used. A list of the valid Hamming code parameters with
check parity m from m = 3 to m = 13 is provided in the Table 1.
This table shows how redundancy r [%] decreases for larger dimen-
sion of n (for n larger than 1023 is redundancy less than 1 %).

Vypoctova zlozitost Sifry na baze Hammingovych (n, k) kodov Tab. 1
Quality of cryptographic system based on Hamming (n, k) codes
m k n r [%] n! Vi Prm
3 4 7 42.86 5040 11811 20160
4 11 15 26.6 1.30767-10" 5.71623-10" 7.68105-10%
5 26 31 16 8.22283-10% 4.56733-10% 9.05446-102
6 57 63 9.52 1.98260-10% 3.05394-10'% 3.21397-10°"
7 120 127 5.51 3.01266-10%"° 2.51922:10%%° 1.96120-10%33
8 247 255 3.17 3.35085-10°% 2.36007-10°% 8.04651-10"83¢4
9 502 511 1.76 6.79158-10"¢3 3.66854-101%% 0.0180495-2%3200810°
10 1013 1023 0.97 5.29153-10%% 1.13471-10°%%° 0.0180495-2-02617:10°
11 2036 2047 0.54 8.16744-10%%%° 8.08367-10°%° 0.0180495-2*1453°10"
12 4083 4095 0.29 3.20101-10™7% 0.0180495-21-66708:10"
13 8178 8191 0.16

Poznamka: Vysledky uvedené v tab.1 boli ziskané s vyuZitim progra-
mového ndstroja DERIVE; bezne dostupné programy (napr. MATLAB,
EXCEL) dokdzu vypocitat max. 170! a obdobné obmedzenia majii aj pre
vpocet dalsich hodnot, co suvisi s problémom reprezentdcie (isla vicsi-
eho ako 10°°% v pamti pocitaca. Hodnoty oznacené pomickou sii pro-
gramovym prostriedkom DERIVE nevycislitelné.

Note: The parameters shown in the table were calculated via the
programme DERIVE. The commercial programmes (E.g. MATLAB,
EXCEL) are able to compute values max. 170!. Similar limits are valid
also for computation of further values, what causes the problem to
represent a number larger than 10°% in computer memory. The values
marked by symbol “- “ are impossible to compute by DERIVE programme.
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Vypoctovu zlozitost ovplyviiuji nasledujice faktory:

A. vypocet inverznej permutacnej matice P~
Permuta¢na matica je velkosti n X n bitov. Najdenie vSetkych
permutacnych matic je zlozity problém najma pre vacSie
dimenzie n, lebo pocet kombinacii odpoveda hodnote n!.
V tab. 1 je tento parameter vypocitany maximalne pre kod
(2047, 2036).
Po najdeni vSetkych inverznych permutacnych matic treba
pre kazdy prijaty vektor y vyskusat vypocet y . P~ .

B. elimindcia chybového vektora ¢
Chybovy vektor n-bitovy s vahou w(c) = ¢, kde t je pocet
korigovanych chyb. Celkovy pocet roznych chybovych vekto-
rov ¢ . P~ pre slova dizky n potom je:

)= (0) ; (1) _— (,> “

Chybovy vektor sa deteguje pomocou techniky znamej
z tedrie korekénych kodov, na zaklade znalosti kontrolnej
matice H velkosti n X (n — k), ktora sa uréi z generujlcej
matice G velkosti n X k a jednotkovej matice I velkosti (n —
k) X (n — k). Vypoctom (v. P~ ") . H” sa zisti, v ktorom stipci
matice je chyba a tato sa nasledne eliminuje. (Poznamka: H”
je transponovana kontrolna matica.)

C. hladanie pévodného vektora z . S
Ak G je generacna matica systematického kodu, je tento
proces hladania zjednoduseny, pretoze z priestoru moznych
kodovych kombindcii V), staci sledovat zdrojovy podpriestor
Vi. v ktorom sa nachddzaju kombindcie informacnej Casti.
Pocet takychto moZnosti je [3]:

k—1
w=Il@7-n-@7-1n". (s)
Jj=0

D. hladanie inverznej matice S -1
Matica S je velkosti k X k bitov a musi byt invertovatelna.
Vsetky kombinacie regularnych matic S sa mozu pre nesyste-
maticky vypocitat podla [3]

k
Pey=2TI-(1 =279 =2%-0,9. (6)
Jj=1

kde k je dizka spravy.

ZAVER

Z tab. 1 vidiet, Ze uz pre malé dimenzie Hammingovych
(n, k) kodov je pocet kombinacii pri vypocte Ciastkovych Casti
kluca znacny. Vypocet vsetkych kombinacii jednotlivych casti
kluca pre dimenzie od (n, k) — (511, 502) je obtiazne realizova-
tel'ny v realnom Case. Pre najdenie originalneho kltica je potrebné
vsetky vypocitané kombinacie spravne skombinovat, ¢o je tiez
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The following factors influence the quality of deciphering

algorithm:

A.  calculation of inverse permutation matrixes P!
Permutation matrix P is of the side n X n. The determination
of all permutation matrixes P is a complicated problem
mainly for larger dimension of code word n as the number of
all combinations is » factorial. N factorial in Table 1 is
computed maximally for (n, k) code (2047, 2036). After the
determination of all inverse permutation matrixes P~ it is
necessary to calculate y . P~ ! for all received vectors y.

B. elimination of error vector ¢
The error vector ¢ is n-bits vector with the weight w(c) = 1,
where t is number of correcting errors. The total number of
various errors vectors ¢ . P~ ! for code word of length n then is

o= (3] (1) () @

The error vector can be detected with the help error-
correcting techniques. This algorithm is based on knowledge
of the check matrix H of the side n X (n — k) which can be
determined by generating matrix of the side n X k and from
the eye matrix / of the side (n — k) X (n — k). The column of
matrix with error is determined according to expression (y .
P 1) . H”. In the next step the error is eliminated. (Note: HT
is a transposed matrix of H matrix ).
C. determination of original vector z . S

If G is generating matrix of systematic code, this process of
determination of vector z . S is easier as it is enough to
examine the combination of source subarea V) from area of
all combination V,. Number of such possibilities is [3]:

k—1
w=Il @7 -n-@7-n". )
j=0

D. determination of inverse matrixes S -1
S is a matrix of the side k X k and must be inverse. All
combination of regular matrixes S for non-systematic code
can be determined according to [3]:

k
Pey =28 TI-(1 =27 =2¥-0.29. 6)
j=1

where k& is message length.

CONCLUSION

Table 1 shows that the number of key pieces combination is high
already for relatively small code dimensions Hamming (n, k) codes.
Computing combinations of all key pieces from dimension (n, k)
— (511, 502) is realised problematically in real time operation. To
find the original key, it is necessary combine the determined
combination correctly, which it is time demanding problem, too.
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Casovo velmi naro¢ny problém. Mozno konstatovat, Ze analyzo-
vany §ifrovaci systém (za predpokladu utoku hrubou silu) je vypo-
Ctovo zlozity.

Uvedeny Sifrovaci systém je vhodny na pouzitie pre Speciali-
zované prenosy v Urovni linkovej vrstvy, kde sa vyzaduje rychly
prenos dat pri zaruCenej dovernosti prenaSanych informacii.
Vyhodné by bolo, keby kodér-dekodér plnil okrem Sifrovacej
funkcie aj funkciu korek¢énti (mysli sa korekcia chyb sposobenych
sumom). Pre takuto aplikaciu predpokladame moznost vyuzitia
algoritmov na baze samoopravnych kodov pre viacnasobné chyby
akymi st napr. algoritmy BCH kodov. U tychto kodov sa zaroven
zvySuje odolnost voci prelomeniu Sifry aj pri pouziti inych kryp-
toanalytickych ttokov.
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coding function (i. e. elimination influences of channel), it would
be a big advantage. For this application we assume using of multi-
error correcting coding algorithms, e. g. algorithm of BCH codes,
whose ciphering algorithm is more resistant against the other
cryptoanalytick attacks.
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