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DISTRIBUTED DATABASE SYSTEMS IN VEHICULAR

AD-HOC NETWORK

The article introduces basics of classic Distributed Database System (DDBS) and explains its unsuitability for dynamically changing net-
works such as Vehicular Ad-hoc Network (VANET). Thus a concept of a new architecture is proposed. This new architecture is designed for
use in mobile networks as it solves problems of classic architecture, however as explained at the end of the article, it has some limitations of

its own.

Introduction

Vehicular Ad-hoc Network (VANET) is a form of Mobile Ad-
hoc Network (MANET) which interconnects vehicles among them-
selves and vehicles with nearby roadside equipment. The main goal
of VANET is to provide safety and comfort for passengers. Typically,
vehicles are moving rapidly in large geographic areas. Equipped with
wireless network devices they would have direct network access
only to several other nodes in close distance. Furthermore con-
nection to some of them would be lost in a short time but others
would become available.

In such an environment plenty of new data are produced every
moment however they are to be obsolete by even newer data soon.
In certain applications these data could become useful if they were
accessible and aggregated in a proper moment. This leads to the
idea of Distributed Database System (DDBS) in VANET.

A database of parking places integrated into vehicles can serve
as an example of such a system. Each vehicle acts like one site in
a distributed database system. After the vehicle is completed and
leaves the car factory, its built-in database is empty. After the
system becomes activated, the vehicle starts to query the distributed
database for information about parking places in surroundings
periodically. When the vehicle receives some data, it saves them
into its own built-in database. The sites providing these data could
be either other vehicles or parking places.

Based on a similar principle, the vehicle’s navigation system
could query for data about traffic situation. This way it would be
able to provide up-to-date information about traffic jams or acci-
dents to the driver.

In this article a new architecture of DDBS is introduced
because, as shown below, classic architecture of DDBS is not suited
for dynamic environment of VANETS.
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1. Classic architecture of DDBS

To demonstrate the problems of implementing the classic
DDBS architecture in a dynamic networks environment, some of
the DDBS architecture basics are presented below. They are not
supposed to provide an exhausting description of the architecture,
but to focus on the parts causing problems with the queries in
dynamic networks.

Fig. 1 shows the DDBS architecture from the viewpoint of
data organization. It is a simple multi-layer model with four layers.
Each one of the layers represents a certain view of the data them-
selves.
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Fig. 1 DDBS reference architecture [7]

1. LIS (Local Internal Scheme) is a physical representation of the
data stored in one site. It is an analogy of the internal scheme
from centralized databases.

2. LCS (Local Conceptual Scheme) describes the logical organi-
zation of data in one site. It is used to handle the data fragmen-
tation and replication.

3. GCS (Global Conceptual Scheme) represents the logical organi-
zation of data in the whole distributed database system. This
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layer is an abstraction of the fact that the database system is
distributed.

4. ES (External Scheme) represents the user view into the distrib-
uted database. Each external scheme defines which parts of
the database the user is interested in.

The fact that the user uses only the global conceptual scheme,
and they do so by means of the views defined in the external scheme,
assures that the user can manipulate with the data regardless of
their position in the distributed database system. Therefore it is
necessary to have a mapping from every local conceptual scheme to
the global conceptual scheme. This mapping, named GD/D (Global
Directory/Dictionary), is defined as a part of the distributed database
system. Its main role is to provide access to mapping between
local conceptual schemes and the global conceptual scheme. Thus
it has to be accessible from each of the sites sending queries into
the system.

There are several possibilities of storing GD/D, however all of
them require that the system knows all of its parts all the time.
Whether the GD/D is stored in one place or distributed through-
out the system it has to be accessible as a whole.

This is not possible in a dynamic network. Either in an Ad-Hoc
network, or even in a dynamically changing managed network,
there is no way to ensure communication between all the sites in
the system. Under these circumstances the GD/D cannot be used
to locate data in a distributed system.

2. Existing solutions

Till now most of the real applications solve this problem by
avoiding dynamic networks as a transport channel. They tend to
choose reliable network types such as GPRS [3]. However, for
a certain type of applications dynamic networks seem to become
a suitable alternative. At the present time there are several attempts
to create an architecture that would operate in MANET environ-
ment [1] [5]. All of them are based on the same principle. There
are three types of nodes in the system:

1. RN - Request Node - A node that is able to query a database.

2. DBN - Database Node - A node that stores data and that is
able to process user’s queries.

3. DD - Data Directory Node - A node that holds GD/D. Its
responsibility is to create a query plan and to control the exe-
cution of the plan.

A request node sends a query to a data directory node which
creates a query plan and subsequently delegates an execution of
its parts to proper database nodes.

Yet from the used terminology it is obvious that the design
emphasizes the network communication. The biggest problem for
deployment of distributed databases in the dynamic network envi-
ronment is the necessity of the knowledge of all the sites in the
system. This problem persists in this solution as well because the
GD/D is still used.
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3. Proposed solution

The only way to make sure it is possible to use the distributed
database system in the dynamic networks environment is to remove
the GD/D from the system and replace it with a different princi-
ple. As it has been already said, the GD/D describes the mapping
between the local and global conceptual schemes. Without the
mapping, the system does not know where the data are located and
how to query them.

Using the GD/D in the dynamic networks environment is
impossible because it requires knowledge of the whole system
(global directory). In a dynamic network every site knows its imme-
diate surroundings only. So querying a distributed database is fairly
limited in such environment. The only sites which can be addressed
with queries, except the one requesting information, are those in
the immediate surroundings in the network. Thus the system nat-
urally creates virtual clusters of sites that can communicate with
each other. The clusters overlap, so every site of the cluster can
communicate with a different set of sites.

This implies a possibility to move the directory from the global
level to the cluster level. This principle may be called Cluster Direc-
tory/Dictionary (CD/D). In this way the directory contains only the
mapping of the global conceptual schemes of the sites accessible to
the local conceptual schemes exclusively. However, there might be
problems in this system due to clusters overlapping. Therefore,
the local conceptual scheme of each site has to be mapped onto
the global conceptual scheme in several CD/D.

The cluster has no central site as it is strictly peer-to-peer
system; however CD/D has to be stored somehow. The only pos-
sible way is to store parts of CD/D locally only. One site has
mapping from the global conceptual scheme onto its own local
conceptual scheme. The CD/D then consists of all of the local
mappings in the cluster.

Executing local queries in such a system is very simple because
all of the accessible data and all of the mappings are available,
thus not needing to communicate with other sites in the cluster.
But since queries are normally done globally all over the whole
accessible part of the database [8], the communication between
the sites in the cluster is necessary.

Generally there are two possibilities of communication in
a database cluster:
e communication with registration into the cluster,
e direct communication of the sites.

The first possibility requires registration of the site within the
cluster. By registering each site into the cluster the system promotes
the virtual clusters into associated groups of sites. The sites are
aware of each other; therefore, they can create and store a complete
copy of the CD/D locally. Because of the clusters overlapping, each
site can have more than one CD/D stored. This may simplify the
process of queries because every site knows where the data are
located.

COMMUNICATIONS 3A/2010 e )l



COMMINICIONS

On the other hand, it is impossible to register every new site
into the cluster when it comes to such a rapidly changing environ-
ment as VANET certainly is. Either if sites were searching for the
nearby clusters or clusters were sending notifications about its
presence to the surroundings, these notifications would have to
occur so often that the network would be overloaded.

On the contrary, the direct communication does not require
any form of registration. Instead, the sites communicate directly
with each other. Therefore, the communication solely occurs when
it is needed, and the network can be overloaded only by sending
too many queries during a short period of time.

However, no site knows the whole CD/D, so the query exe-
cution cannot be entrusted to a particular site. Instead of that
a query has to be sent to the entire cluster and each site needs to
detect whether it can process it or not. The response to the queries
can be sent directly to the query site. Since communicating with
the whole cluster is required, the query has to be sent as broadcast
or multicast messages.

4. Querying database in dynamic network

The new form of the site-to-site communication requires a new
architecture of the distributed database system. In spite of that,
there are some similarities with the traditional architecture.

There are two defining architectural principles of the tradi-
tional distributed database systems. “The first is that the system
consists of a (possibly empty) set of query sites and a non-empty
set of data sites.”[6] “The second is that each site (query or data)
is assumed to consist of a single independent computer.”[6]

These principles are not specific to any particular type of the
distributed database environment. So they can be applied equally

to the distributed database system in the dynamic networks envi-

ronment as well. This leads to the conclusion that there are two

basic types of sites:

® Data site - contains fragments of the distributed data. From the
viewpoint of data organization it preserves the local internal
scheme and the local conceptual scheme. As it was stated before,
it also contains a part of the CD/D.

® Query site - acts as the user’s interface to access the distributed
database system. From the data organization point of view it
preserves the external scheme.

Queries are sent via the network as broadcast or multicast
messages. This way a query site does not know who is to process
the query, or if anyone is to process it at all. This restricts the query
process in two ways:

® Asynchronous communication is required. There is no way how
to determine the number of data sites that will respond to the
query. Therefore, the querying site has to process responses after
they come, instead of waiting for the known number of responses,
like it would have to do in the traditional architecture.

e The query syntax needs to be well structured, so it can be easily
divided into smaller subqueries. The data site which has received
the query can only contain a part of the data required for the
response (e.g. when the data are horizontally or vertically frag-
mented). So it has to send one part of the query back to the
cluster.

The UML sequence diagram in Fig. 2 shows an example of
the communication between querying sites and three data sites.
A query in a form of an expression formatted in a certain way is
sent by means of a broadcast message into the whole cluster. The
data site 1 has some fragments of the queried data, thus it returns
them directly to the query site. The data site 2 does not have any
data, so it stops the query processing immediately. The data site 3
also has some data; therefore it returns them to the query site. It
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Fig. 2 Processing a query in the cluster
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is up to the query site to decide when to stop receiving answers. It
is important to be aware of the fact that the connection between
any of the sites and the rest of the cluster can be interrupted at any
time of processing the query.

Another question is formatting the query. A classic SQL query
is not structured very well, and dividing such a query into smaller
parts is not a simple task. However, the relational algebra allows
doing so. The only problem is the bad format of the query, which
resembles natural language rather than a relational algebra expres-
sion. Another possibility is using a relational algebra expression
directly, in a form of lambda calculus [2] [4]. The lambda function
syntax allows to extract any part of the expression, and to evaluate
it individually. In this way the user can easily create queries, send
them over the network and divide them if necessary.

5. Limitations of new architecture in VANET

The architecture introduced in this article does not intend to
be a universal database system. It is a specialized solution for the
implementation of distributed database systems in dynamic network
environment. Its usage is limited in several ways which is obvious
especially when used in VANET. They are caused by rapid move-
ment of vehicles at a large geographic area.

Firstly, it is impossible to access the whole GD/D. Even the
CD/D exists only virtually and every node can access only its local
part. Thus it's very difficult to optimize queries.

It is impossible to provide referential integrity because the dis-
tributed database can be partially or even fully inaccessible. In fact,
in different times it has access to different subsets of the database.

For the query site there is no way of how to find out whether
it has already received all the data it has requested or if it has to
wait longer.

This architecture allows just read-only access to the distributed
database. Destructive operations can be executed locally only.

In wireless environment, all the nodes that are within the
signal range and use the same channel, share the bandwidth of the
transport media. Too many queries and broadcast messages can
easily overload the network.

Due to movement of vehicles it is even possible that a data
site would become inaccessible to the query site when the query is
being processed. Thus it is important for response to be well struc-
tured and divided into small fragments. If every fragment can be
understood separately, then the query site can make use of received
data even if a part of the response has been lost.

Another problem of this architecture is that the implementation
of AAA (Authentication, Authorization, Accounting) services is
more difficult because the sites are not aware of each other. This
can be partially solved by signing the requests electronically, and
encrypting the data using the PKI (Public Key Infrastructure).
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However signing and encrypting goes against previously mentioned
idea of small fragments, because every fragment would have to be
signed or encrypted separately which means a lot of extra data.

These limitations are results of the environment rather than
the defects of the architecture. Thus the architecture can only be
used when these problems are not limiting.

6. Example of an application

VANET does not provide any kind of guarantee of how many
data would request site receive as responses. In fact it may receive
no data at all. Thus it is not suited for applications where reliable
connection is required.

However, if query sites were interested especially in recent
data that are specific to their present geographic location and data
sites were producing new data on their way. In case that receiving
all of the responses is not crucial but receiving at least some of
them would pose some kind of advantage, then VANET would
represent environment in which this is possible.

A database of parking places integrated into vehicles could
serve as an example of such a system. Each vehicle would act like
one site in a distributed database system. After the vehicle was
completed and left the car factory, its built-in database was empty.
After the system became activated, the vehicle started to query the
distributed database for a list of parking places periodically. It
would receive information from other vehicles about positions of
parking places in its proximity.

Positions of parking places could be of course inserted to the
vehicle’s database using some kind of side channel, for example
from data media. However, intelligent parking places are equipped
with sensors detecting which slots are available and which are not.
This information can be queried and stored by vehicles that are
passing closely. Afterward as this vehicle moves to the different
location they can be queried by others and provide them with
information about situation on that parking place.

7. Conclusion

VANET is a kind of dynamic network with rapidly changing
situation and without guarantee of service availability. As such, it is
not suited for critical applications which rely on delivery of all the
data. However, there are several applications that do not require
availability of all the data but rather the most recent data that are
present in the relative proximity to the querying site.

Examples of such an application are distributed database of
parking places in the town or information about present traffic sit-
uation in the region the vehicle is headed toward.

The present architectures of DDBS are not suitable for such
an environment. The proposed architecture removes their limita-
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